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Cyber Wellness

Simbaredi Chiwanza | Cybersecurity Analyst

Country, Company and Personal Safety
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Confidential: Wolfpack

Topics 
• Online Safety 

• Social Media

• Scams and Fraud

• Kids Safety Online 



Cyberspace can unlock 

serious opportunities…and risks! 

Country / Company / Personal



“Everyone has 

they get punched
a plan until

in the face”
Mike Tyson
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Demo
Targeting Digital Devices
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Source: databank.worldbank.org

Global GDP? 

$80.7 Trillion

Cyber GDP? 

15% = $12 Trillion
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Supply 
Chain

Distribution

Financial

Payment 
Systems

Energy

Government 

Water Systems

Manufacturing

Ports

Transport

Telecommunications / IT

Retail

Health
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INTELLIGENCE 

GATHERING

INTELLECTUAL 

PROPERTY THEFT

PROPAGANDA & 

MISINFORMATION

CRITICAL 

INFRASTRUCTURE 

DAMAGE

TERROR FUNDING

DISTRIBUTED DENIAL OF 

SERVICE

GOVERNMENT 

SPONSORED ATTACKS  

(MILITARY / INTELLIGENCE)

MERCENARY / BLACK HAT 

HACKERS

TERROR GROUPS

HACKTIVISTS 
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Cybercriminal Code of 

Ethics

“If you don’t care about protecting 

your stuff from the likes of us, don’t 

worry: You’re our favourite type of 

customer!”
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FINANCIAL THEFT 

EXTORTION 

(BUSINESS DISRUPTION

/ INFORMATION 

LEAKAGE)

COLLUSION

SCAMS

Source: www.raconteur.net
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INFORMATION LEAKS 

(Accidental / Intentional)

FRAUD 

COLLUSION

SOCIAL ENGINEERING

EXTORTION

DARK WEB ACTIVITY 

RANSOMWARE

HACKTIVISTS 

DISGRUNTLED 

EMPLOYEES

RECKLESS 

EMPLOYEES

UNAWARE 

EMPLOYEES

3rd PARTIES
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Threat Actor (Introduces)

Threat (Exploits) 

Vulnerability (Leads to)

Risk (Can impact)

Asset

Exposure

WHO… WHAT…WHEN…WHERE…HOW
WHY?
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Demo
Targeting Humans
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Cyber Self Defence
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Alert Africa

Confidential: Wolfpack
29

www.alertafrica.com

http://www.alertafrica.com/
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Social Media
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04

01

02

03

Great way to make 

new friends

Private & safe 

Free to use -

saves money

Social Media is the 

preferred marketing 

platform of choice!
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01

02

03

04

PRIVACY

HATE SPEECH / DEFAMATION

SOCIAL MEDIA LIKING / 

RETWEETING / TAGGING

COMPANY CODE OF 

CONDUCT
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• Threatening / abusive messages

• Doxing – posting sensitive info online

• Suicide pacts / apps / games
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Carte Blanche Video:

https://www.youtube.com/watch?v=yiILyfpaFxY

Protection from Harassment Act, 2011:

http://www.justice.gov.za/forms/form_pha.html

Cybercrime Survival Guide:

https://www.wolfpackrisk.com/research

https://www.youtube.com/watch?v=yiILyfpaFxY
http://www.justice.gov.za/forms/form_pha.html
https://www.wolfpackrisk.com/research
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Cyber Scams
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Cyber Scams

Stealing 

Personal Info

Phishing

Remote Access

ID Theft

Hacking

Buying or 

Selling

Classified 

Scams

False Billing

Mobile 

Premium 

Services

Online Shopping 

Scams

Overpayment 

Scams

Dating & 

Romance

Romance Scam 

/ Catfish

The Sugar 

Daddy

Fake Dating 

Sites

Threats & 

Extortion

Malware & 

Ransomware

Threats to life 

or arrest 

Other…

Fake Charities

Investment 

Scams

Jobs & 

Employment

Pyramid / Get 

Rich Quick
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4141



4242



4343



4444



Recommended Cyber 

Risk Management 

Approach
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STRATEGIC 

STAKEHOLDERS

TANGIBLE 

ASSETS

INTANGIBLE 

ASSETS

STRATEGIC 

CUSTOMERS

1. International HO

2. Investors

3. Regulators

4. Auditors / 

Lawyers 

5. Outsource / Co-

source providers

1. People

2. Cash 

3. Core 

Applications 

4. Infrastructure 

1. Intellectual 

Property 

2. Brand / 

Reputation

3. Goodwill / 

Relationships

4. Strategic plans 

1. Large 

Corporates

2. Resellers

3. OEM / 

Partnerships 

4. VIP Individuals
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OSINT & 
Risk 

Analysis

Cyber 

Security 

Technology 

Assessment

Pentest / 
Red Team

INDEPENDENT 
SECURITY REVIEW

Open Source Intelligence 
gathering to highlight 
information an attacker may use 
in the reconnaissance phase

Provides a list of vulnerabilities 
based on an attackers perspective

Comprised of a concise list of 
20 controls and sub-controls 
for actionable cyber defence

Security 

Controls 

Assessment

Assessment of governance, 
risk and compliance 
requirements
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Identify Protect Detect Respond Recover

Asset Management

Business 
Environment

Governance

Risk 
Assessment

Risk Management 
Strategy

Identity Management  
Authentication & 

Access Control

Cybersecurity 
Awareness & 

Training

Data Security

Information 
Protection Processes 

& Procedures

Maintenance

Anomalies & Events

Continuous Security 
Monitoring

Detection Processes

Response Planning

Communications

Analysis

Mitigation

Improvements

Recovery Planning

Improvements

Communications

Protective 
Technology

Supply Chain Risk 
Management
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http://freevector.co/vector-icons/technology/security-camera-4.html
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Executive and Business Awareness

Identify Protect Detect Respond & Recover

Risk 
Assessment

Cybersecurity 
Assessment

(Threats, Controls & 
Security Technology)

Benchmarking / 
Metrics

Regulatory 
Compliance

Cybersecurity 
Strategy

Cybersecurity 
Strategy

Cybersecurity 
Transformation 

Programme

Risk 
Appetite

Target 
Operating 

Model

Cybersecurity Management Cybersecurity Operations
Cybersecurity Response 

Planning

Cybersecurity Incident 
Management Planning

Cybersecurity Incident 
Classification

Cybersecurity readiness 
(People & Tools)

Incident Response

External Incident Response 
Team

Compromise Assessment

Organisational Change Management

Security Event Management

Inform Stakeholders

Logging Policy Definition & 
Implementation

Identity & Access 
Management

Data Protection

Cybersecurity Training & 
Awareness

Cybersecurity Policies & 
Processes & Procedures

Cybersecurity Technology

Vulnerability Management
Asset

Prioritisation

Target Operating Model

Resources & Funding

Programme Management

https://melbournechapter.net/explore/warehouse-clipart-distributor/
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwjkp5jzvdXiAhUJxYUKHZcFAbMQjRx6BAgBEAU&url=https%3A%2F%2Fwww.freepik.com%2Ffree-icon%2Fcaution-sign_770843.htm&psig=AOvVaw1XdIPy7rQ_61E268h5eGXK&ust=1559932052113868
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwi2irXawNXiAhUSbBoKHU2wA2gQjRx6BAgBEAU&url=https%3A%2F%2Fwww.goforlaunch.io%2Fquiz-for-would-be-entrepreneurs%2Fclipboard-icon-blank%2F&psig=AOvVaw1eimcL-JYq-AWriqOHihYC&ust=1559932747229487
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwixpe-Dw9XiAhWlyoUKHZMqCckQjRx6BAgBEAU&url=https%3A%2F%2Fya-webdesign.com%2Fexplore%2Ficons-transparent-chart%2F&psig=AOvVaw0nzXmG4GW7czs_tL-wD23S&ust=1559933425996447
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwiH48PbxdXiAhVGyoUKHZcRAecQjRx6BAgBEAU&url=https%3A%2F%2Fwww.sccpre.cat%2Fpngs%2F1219583%2F&psig=AOvVaw1Et0UmBEGI5Vly_CoWnyvn&ust=1559934101110315
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Quick Tips  
Hands On with 

Passwords
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https://password.kaspersky.com/

https://password.kaspersky.com/
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Thank you!

Building 1, Pendoring Office 

Park, 299 Pendoring Office 

Park, Northcliff, South Africa. 
(+27) 11 794 7322

info@wolfpackrisk.com

www.wolfpackrisk.com


