Cyber Wellness

Country, Company and Personal Safety

WOI,F @ PAGK Simbaredi Chiwanza | Cybersecurity Analyst



Topics

* Online Safety

« Social Media

« Scams and Fraud
« Kids Safety Online
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Rapid Advances in Personal Technology
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Targeting Digital-Devices
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DasanNetwork Solution
UseUserCredential

password

User Password

OMLog

root:

empty or is not available to view
WPAPSK
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login:

Hello: World!
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var XOntName = "GPON Home Gateway";
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New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
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The World Economy in Numbers

HONG KONG $0.34T 0.43%

SINGAPORE $0.32T 0.41% ‘

THAILAND
$0.45T

MALAYSIA $0.31T 0.4%

PHILIPPINES $0.31T_0.39% '

PAKISTAN $0.3T 0.38%

BANGLADESH . CHINA
$0.25T 0.31% $'| 2_241'

Global GDP?

UNITED
STATES
$19.39T

$80.7 Trillion

Cyber GDP?
15% = $12 Trillion . D

World’'s Region

AFRICA
AUSTRALIA

LATIN AMERICA
AND CARIBBEAN

MIDDLE EAST

EUROPE
ASIA
NORTH AMERICA

NIGERIA $0.37T 0.47%

SOUTH AFRICA $0.35T 0.44%

ARGENTINA . - :
$0.64T 0.8% ’ :
‘ LAND :
COLOMBIA $0.31T , : y SST
0.62% FINLAND $0.25T 0.32%
0.5%

EGYPT $0.24T 0.3%

CHILE $0.28T 0.35%

AUSTRIA $0.42T 0.52%

Source: databank.worldbank.org
DENMARK $0.32T 0.41%

13

WOLF () PACK



Critical Information Infrastructure

Payment
Systems

Water Systems (@

Telecommunications / IT

Manufacturing

Transport Retail
Ports
Financial
Distribution
Supply Government
ChaPn
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BLACK OPS

GOVERNMENT
SPONSORED ATTACKS
(MILITARY / INTELLIGENCE)

MERCENARY / BLACK HAT
HACKERS

TERROR GROUPS

HACKTIVISTS

CYBER METHODS

INTELLIGENCE
GATHERING

INTELLECTUAL
PROPERTY THEFT

PROPAGANDA &
MISINFORMATION

CRITICAL
INFRASTRUCTURE
DAMAGE
TERROR FUNDING

DISTRIBUTED DENIAL OF
SERVICE
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CYBERCRIMINALS

TEAM
LEADER

CODER

NETWORK
ADMINISTRATOR

INTRUSION
SPECIALIST

DATA
MINERS

MONEY
SPECIALIST

Source:

www.raconteur.net

CYBER METHODS

FINANCIAL THEFT

EXTORTION
(BUSINESS DISRUPTION
/ INFORMATION
LEAKAGE)

COLLUSION
SCAMS

Cybercriminal Code of
Ethics

“If you don’t care about protecting

your stuff from the likes of us, don’t

worry: You're our favourite type of
customer!”
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THE INSIDERS CYBER METHODS

INFORMATION LEAKS
(Accidental / Intentional)

HACKTIVISTS

DISGRUNTLED FRAUD
EMPLOYEES oL LUSION
RECKLESS

EMPLOYEES SOCIAL ENGINEERING
UNAWARE EXTORTION
EMPLOYEES DARK WEB ACTIVITY
3rd PARTIES

RANSOMWARE
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Cyber Risk Management Bootcamp

WHO... WHAT...WHEN...WHERE...HOW

Threat Actor (Introduces)
\ 4
Threat (Exploits)
A\ 4
Vulnerability (Leads to) Exposure
v
Risk (Can impact)
\4
Asset




Targeting Humans
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OSINT Framework

Username O

Email Address (O

Dornan Name O

P Address ©)

Imagas / Videas / Docs ()
Scclal Networks ()
Instant Messaging ©)
Peopie Search Engines )
Dating @

Talaphons Numbers )
Public Records (O
Business Records O
Transportation ()
Geolocatica Tools / Maps )
Search Engines )
Forums / Blogs / IRC ©
OSINT Frarmawork () Archives ©
Language Translation )
Matadata ()

Mobile Emulation £
Teerorism €

Dark Web

Oightal Currency ©
Classifieds O

Encoding / Dacading ()
Yools @

Malicious Fie Analysis
Exploits & Advisories ()
Threat intelligence &)
OpSec @

Documantation O
Traming O

Notes

C) Find my Facebook 1D
() FB Email Search
() Recover F8 Account

() Faceboaok Photos by 10 (M)
() FB Peaple Directory
Search O ) NetBootCamp FB Search Tool
Facabook O Analytics O ) FB Lookup 1D
Twitter O Archive / Docurmant (O ) FB identify (Requires Logoul)
Readit ) () Search is Back!
Linkedin () () Socisisearching
Othar Social Natworks & () Facebook Live Map
Search )
O Socal Media Montoring Wikl
O ExifTool (T)
) Matagoafit (T)
O FOCA (M () Dafault Passwords D8

) CodeTwo Outioak Export (1) () Default passwords list

Default Passwords O

() Detault Password Lookup Utility
(O Phanoeit Default Password List

O MITRE ATTACK () Default Router Passwords

O Exploit DB () Opun Sez Me Dafault Passwords
O Packet Stomm () Hashes.org

O SacurityFocus

I NVD - NIST

) OSVDA: Open Sourced Vunerablity Database

() CVE Detais

(O CVE - MITRE

O owase

O Oday. today

) Secura

) Canadian Cantre for Cybar Security

= cism B3RP [ MyBroadband Spe...

omswoeoB 6
# iCloud « Find My i... "

(T) - Indicates a link to a tool that must be Instaliad and run localy
(D) - Google Dark, for more mformation: Googs Hackng

(R) - Requires registration

(V) - Inchcates 2 URL that contars Ma search term and the URL
Itsell must be odited manualy

OSINT framework focused on gathering information from free tools or resources. The intention is to help people find free OSINT resources. Some of the sites included might require registration or offer more data for $8$, but you should be able to get at least a portion of the available information

for no cost.

| originally created this framework with an information security point of view. Since then, the response from other fields and disciplines has been incredible, | would love to be able to include any other OSINT resources, especially from flelds outside of infosec. Pleass let me know about anything

that might be missing!
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FAKE NAME GENERATOR™

Name Generator

Free Tools Order in Bulk

Smiley Generator FAQ

Your Randomly Generated Identity

Name set

Ninja
Norwegian
Persian
Polish
Russian

Gender

Male: 21%

Country Switch to Region

Norway
Poland
Portugal
Slovenia
South Africa
Age
Female: 79% 21 - 35 years old

[T o1l Basic Options

Logged in users can
view full social
security numbers and
can save their fake
names to use later.

Karina Kazantseva
1936 Mosman Rd
Alexander Bay

8294

Curious what Karina means? Click here to find out!

Mother's maiden name

Identity Document 8802242949189
number

Geo coordinates -28.510631, 16.551123
PHONE

3 SCAMS 3 Shodan demo CYBER WELLNESS CISM 3 RPi m MyBroadband Spe..

% ICloud - Find My i...
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BIRTHDAY
Birthday

Age

Tropical zodiac

ONLINE
Email Address

Username
Password
Website

Browser user agent

FINANCE
Visa
Expires
cvv2

EMPLOYMENT
Company
Occupation

SCAMS E5 Shodan demo

February 24, 1988
31 years old
Pisces

KarinaKazantseva@jourrapide.com
This Is a real emall address. Click here to activate it!
Saturs

aigelGei

PropertyFinanciers.co.za

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/74.0.3729.157 Safari/537.36

4916 8939 9294 1560
10/2023
729

Bugle Boy
Commercial and industrial designer

PHYSICAL CHARACTERISTICS

Height
Weight
Blood type

TRACKING NUMBERS

[ ¢ @ ¢ ) TEENECd M NGO ISTOBENTE, AU

5' 4" (162 centimeters)
148.9 pounds (67.7 kilograms)
A-

4™ N4 AT M\ Mo 1T MM
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FAKE RECEIVE FREE HOW-TO

PHONE SETTINGS BATTERY GPTIONS CONNECTION MESSAGES

| ’ F41 AM
Johnny Doe
Lorem Ipsum is simply dummy
text of the printing and

typesetting industry.

Lorem |psum is simply dummy
text of the printing and
typesetting industry




A Not Secure | fakewhats.com
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Solect what to Inser Meszage Siatus

Karina
| Kazantseva

| Who Is this?

Wha s this?l am tired of you
sending me sexual messages -
please stop!!!

| am going to come to your
house and FS#% F$%3NS
F#ARS FARAR




Targeting Humans - Remote Access
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Targeting Humans - Physical Access

JOHN SMITH
[ andmne Devimuis |
o o o




Cyber Self Defence
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www.alertafrica.com U I

HOME NEWS CYBERTHREATS CYBERCRIME DEFENCES

REPORTCYBERCRIME CONTACT US RESOURCES

Reporting Cybercrime

CYBERCRIME

Victims and those suspecting scams may
report cybercrime to any of the following
appropriate countries and organisations.

.

SOUTH AFRICA

=2

WOLF @ PACK

S
>‘— Reporting Cybercrime in South Africa


http://www.alertafrica.com/

Social Media



Social Media - Pros & Cons

Great way to make
new friends
Private & safe @
@ Free to use -
saves money

Social Media is the

preferred marketing
platform of choice!

31
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The Social Media Small Print...

PRIVACY

SOCIAL MEDIA LIKING /
RETWEETING / TAGGING

COMPANY CODE OF
CONDUCT

32
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Tagging, Liking & Retweeting

20+ Students Suspended for Liking
Instagram Post About School Shooting

W e

gon have a school shooter one day

o




it

T 11




Cyber Bullying
DON'T BE

s |
S o

* Threatening / abusive messages [ | f

* Doxing - posting sensitive info online

* Suicide pacts / apps / games

TALK TO
ANYONE
ALL DAY




Cyber Bullying - More Information

Carte Blanche Video:
https://www.youtube.com/watch?v=yilLyfpaFxY

Protection from Harassment Act, 2011:
http://www.justice.gov.za/forms/form pha.html

Cybercrime Survival Guide:
https.//www.wolfpackrisk.com/research

CYBERCRIME

“r
B
P

g ¥

¥

36
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https://www.youtube.com/watch?v=yiILyfpaFxY
http://www.justice.gov.za/forms/form_pha.html
https://www.wolfpackrisk.com/research

Cyber Scams



Stealing ? Buying or Dating & Threats &
Personal Info Selling Romance Extortion

-

Fake Charities -~ =+

Classified
Scams

Threats to life
or arrest

False Billing

i~

Mobile
Premium
Services

Jobs &
Employment

Fake Dating
Sites

"

' N T e w >

—at

Pyramid / Get &
y Rich Quick

Overpayment -
Scams e T @ —
Cegqg
- -- -‘



Actual Case - Cyber Fraud

Hello Alert Africa.

My name is Snegugu and | would like to report a cybercrime incident.

My personal details are:

Name and Surname: xxx
Date of Birth: Date of Birth 1995-xx-xx
| am: Female

My Postal Address:  xxx004

Umlazi
4031

My contact details:
Phone: 063x00xxx6
Email: xooxxx@gmail.com

About the Incident:

The incident happened on: 2019/05/15
Type of Crime: Internet fraud

This is what happened:
There's a company called OpenField Poultry,they claimed to be a poultry farm,they started an investment from R35 per chick with interest of R19.50,for
3 months they paid and now they are giving us excuses,the director is Ntokozo Shange,theres over 2000 of us scattered accross the world

39
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This site can’t be reached

openfieldpoultry.com's server |P address could not be found

Try:
« Checking the connection
« Checking the proxy, firewall and DNS configuration

ERR_NAME _NOT_RESOLVED

Detalls

k Passy

e

e
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INTERNET ARCHIVE Explore more than 384 billion web pages saved over time
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(eI LETE - Collections « Changes -+ Summary - Site Map
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 Apps
What We Do

Opan Feldy Poutry

Powerful, Simple & reliable
Crowd farming model

» -4t It's time for Africa to take control of what they eat.
Produce, Maintain and eat healthy.

vy



Crowd Farming Options

While you can invest as little as R35 with no limit, we illustrate below of returns
which one can enjoy in just 57 days from your first purchase and investment in
our investment model.

Starter Advance Masters

Basic Solution Advance Solution Masters Solution

R35 R3500 R35000

56/days 56/days 56/days
v Day Old chick 1 v Day Old chick 100 v Day Old chick 1000
v Investment R35.00 v Investment R3500.00 + Investment R35 000.00
v Period (Days) 56 v Period (Days) 56 v Period (Days) 56
v Return R54.00 v Return R5400.00 v Return R54 000.00
v Praofits R19.00 + Profits R1900.00 + Profits R19 000.00
v Service Fee -R5.50 « Service Fee -R550.00 « Service Fee -R5 500.00
« Payable R48.50 v Payable R4850.00 +~ Payable R48 500.00

CHOOSE PLAN CHOOSE PLAN m



OPEN FIELD POULTRY

Book your visit to any of our

farms to see how it's done, next farm
fair date to 16/17 February 2019
Privacy Policy

Terms & Conditions

Open Felds Poultry

= Email :

support@openfieldpoultry.co.za

@ web : www.openfieldpoultry.co.za

Our Story

HEAD OFFICE

Johannesburg, Bryanston Cedarwoods
33 Ballyclare drive,

Ballywoods Office Park,,

Cedarwood House, ground floor
Bryanston, suit Office Number 124.

COMPANY DETAILS

Company Reg: 2015/007944/07
Income Tax: 9204634191
Declaration No: EME 2017-
2018/026920/07




ecommended Cyber
Risk Management
Approach

WOLF () PACK

3



Cyber Threats > Cybersecurity Controls > IT Assets > Business Assets > Business Impact

Business View - Example

STRATEGIC
STAKEHOLDERS

1. International HO
2. Investors
3. Regulators

4. Auditors/
Lawyers

5. Outsource / Co-
source providers

TANGIBLE
ASSETS

1. People

2. Cash

3. Core
Applications

4. Infrastructure

INTANGIBLE
ASSETS

-—
.

Intellectual
Property

Brand /
Reputation

Goodwill /
Relationships

Strategic plans

STRATEGIC
CUSTOMERS

1. Large
Corporates

2. Resellers

3. OEM /

Partnerships

4. VIP Individuals

46

WOLF (&) PACK]



Cyber Threats > Cybersecurity Controls > IT Assets > Business Assets > Business Impact

OBASHI: Business & IT Assets - Diagrams / Data Flow

Ownership (@)

Business Process B

How the
business works

-
T . .

£ 3 Application A

g ; - Windows XP Bull AIX

9 g —

§ o System S —

q’ g Can Cas

2% T S

& 2 Hardware H T s

5w L) 1S

43 == |

— & Infrastructure l l b - Ordars I Swach-Manu ORDERS | St - Lower Comp. Rooen 11— Hub - wiwen I

o— I I
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Cyber Threats > Cybersecurity Controls > IT Assets > Business Assets > Business Impact

Cyber Security Risk Assessment Components

INDEPENDENT

SECURITY REVIEW

OSINT &

Risk
Analysis

Open Source Intelligence
gathering to highlight

information an attacker may use Cybe_r

in the reconnaissance phase Security
Technology
Assessment

Comprised of a concise list of
20 controls and sub-controls
for actionable cyber defence

Security

Controls
Assessment

Assessment of governance,
risk and compliance
requirements

Pentest /
Red Team

Provides a list of vulnerabilities
based on an attackers perspective

48

WOLF (&) PACK]



Cyber Threats > Cybersecurity Controls > IT Assets > Business Assets > Business Impact

NIST Cyber Security Framework

a8

ldentify

Asset Management

Business
Environment

Governance

Risk
Assessment

Risk Management
Strategy

Supply Chain Risk
Management

8,

Protect

Identity Management
Authentication &
Access Control

Cybersecurity
Awareness &
Training

Data Security

Information
Protection Processes
& Procedures

Maintenance

Protective
Technology

Anomalies & Events

Continuous Security
Monitoring

Detection Processes
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) @
I
Respond
Response Planning
Communications
Analysis
Mitigation

Improvements

L

Recover

Recovery Planning
Improvements

Communications
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http://freevector.co/vector-icons/technology/security-camera-4.html

Cyber Threats > Cybersecurity Controls > IT Assets > Business Assets > Business Impact

Cybersecurity Technology Architecture

Assessment

2

OUTSIDE
THREAT

NETWORK SECURITY

ENDPOINT SECUR/ Ty

APPLICATION SECURsTy

DATA SECURITY

MISSION CRITICAL
BUSINESS ASSETS

Information | Information
Security | Security
Framework | Operations

#

INSIDER
THREAT

{Principles, Policies, Processes, Organiotion etc,) {Confidontiality, Imogrity & Avalability)
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Cybersecurity Transformation Programme

Resources & Funding

Executive and Business Awareness

Target Operating Model

e

Cybersecurity Management
|m Cybersecurity
Asset

Strategy P _
_ Asset Identity & Access Vulnerability Management
Prioritisation Management
— /

Cybersecurity Policies &

A )
A Target \ Processes & Procedures J Security Event Management
Risk

Operating

Cybersecurity Response
Planning

Cybersecurity Incident
Management Planning

Cybersecurity

Assessment
(Threats, Controls &
Security Technology)

Cybersecurity Operations

Cybersecurity Incident
Classification
Cybersecurity readiness
(People & Tools)

Risk Model Appetite [ Cybersecurity Training & |
Assessment L Awareness ) _
Logging Policy Definition & el EE e
Benchmarking / ( _ ) Implementation
Metrics . Data Protection External Incident Response
Cybersecurity > g Team

Transformation

Regulatory f )
Compliance Programme Cybersecurity Technology Inform Stakeholders Compromise Assessment
— A S

Programme Management
Organisational Change Management

o
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https://melbournechapter.net/explore/warehouse-clipart-distributor/
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwjkp5jzvdXiAhUJxYUKHZcFAbMQjRx6BAgBEAU&url=https%3A%2F%2Fwww.freepik.com%2Ffree-icon%2Fcaution-sign_770843.htm&psig=AOvVaw1XdIPy7rQ_61E268h5eGXK&ust=1559932052113868
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Quick Tips
Hands On with
Passwords
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Googl | @ 0SINI | [ Gener | This | Temp | Fake \ | Shods | clsco | Shod: | “elsco | € 1211¢ | spp-v | @ Login | @ Login | open! | Crow: | Goog! | M1 (24)v ' MDE | J¢ Passy

cC 0O @ hashkiller.co.uk/Tools/HashPassword aQ %
* Apps ° Home - Wolfpack O Wolfpack #& Radio live D WOLFPACK INFO @ ActiveCampaign [ SCAMS [ Shodan demo [ CYBER WELLNESS [ CISM |51 RPI m MyBroadband Spe ICloud « Find My |
HashKiller Hash Cracker ~ List Manager ~ Tools ~ Downloads ~ Hashcat GUI Discord Forums
Password HashKiller.co.uk allows you to calculate a number of hash types from a
password.
telecommunications L] Password In Hex Format .

Please input the plain text that you want to create a hash for.

MD5x2 = md5(md5($pass))

Salt
MD5x3 = md5(md5(md5($pass)))
& Salt In Hex Format . etc.
Format
Hexadecimal - ]

MD5

MD5x2 358bded59c2a547€062£095842¢cd3306

MD5x3 2d6e43cb871b54fb749%4e09le8fa3abd

MD5x4 de372224419468b88618BecS506added4a

MD5x5 c93ch65b5£09752677ce62c30638b389
md5(strtoupper(md5($pass))) b331fa0b8Bcab8aflb21d6d3046c0797

MD4 330f717eef6Be9054558c62£851dd705

NTLM / md4(unicode($pass)) 7213f£5f£2f45b0a53e3la%4ch54533el4

SHA1 13a729ce070¢c648b52¢7735bbadéef000220edch
SHA1x2 31d1£f70lacec49d9cAcafs58c0919b97¢cl3ededfd
SHA1x3 4¢719814¢e541308aabdb78c0d78223d5¢cab26b6
MySQLS 8547£7986253d30536ed4d46ab752b5¢chA491e5d02
SHA256 T17alcda828d2cfa2678dedb09948ab5d5def7e2dl2bba759%947cbdelbdf7¢c0271

SHA384 d40aB45494b5a9444dfcal30d460beleb5a2’ecbeBalbes5989311f209b3def116a3224445eee386281£240cechf49a019a18



Goog! |O OSIN' “J Gene! | This ¢ | Temp l Fake \ | Shod ] clsco | Shod: | ‘glscc |@ 121.1¢ | L app-y. | @ Login | @ Login [ open! l _ Crow: | Goog! |l’j (24) v | Hash ML X

C 0 & hashkiller.co.uk/Cracker/MD& aQ 0O B o W

* Apps ° Home - Wolfpack O Wolfpack #& Radio live D WOLFPACK INFO m ActiveCampaign [ SCAMS |1 Shodandemo [5] CYBER WELLNESS |3 CISM 5] RPI m MyBroadband Spe ICloud ~ Find My |

HashKiller Hash Cracker List Manager ~ Tools ~ Downloads ~ Hashcat GUI Discord Forums

Please input the MD5 hashes that you would like to look up. NOTE that the space character is replaced with [space]. HashKiller.co.uk is a hash lookup service. This allows you to input an MD5
hash and search for its corresponding plaintext ("found”) in our database
of already-cracked hashes.

Your lHashes:

’ 7al39a%ea3’cb26£0636£24db60d9b77|

It's like having your own massive password-cracking cluster - but with
immediate results!

We have been bullding our hash database since August 2007.

Note that we do not use terms like "decrypted", "dehashed", or "reversed"
- hashes can only be looked up quickly after they've been cracked the hard
way.

In other words, we are not cracking your hash in realtime - we're just
caching the hard work of many cracking enthusiasts over the years.

Output Formats :

» Found : Shash[:$salt] Stype Spass
» Not Found : Shash(:$salt] [No Match

. » Invalid : Shash [Inva

Upload button disabled? We use Google reCAPTCHA va3.

Cracker Results:

The MDS lookup results will be displayed in this box.

Please use the textbox above to specify the hashes you want cracked,




Goog! | @ osIN' | [ Gener | This© | Temp | Fake \ | Shodi | clsco | Shod: | “olsco | @ 1219¢ | - spp-v | @ Login | @ Login | * openi | . Crow: | Googl | B 2m v | Hash

cC 0O & hashkiller.co.uk/Cracker/MDES aQ W Q

* Apps ° Home - Wolfpack O Wolfpack #& Radio live D WOLFPACK INFO }'I ActiveCampaign [ SCAMS [ Shodandemo [ CYBER WELLNESS | =1 RPI m MyBroadband Spe ICloud « Find My |

HashKiller Hash Cracker List Manac® == Discord Forums

Please input the MDS5 hashes that you would like to look up. NOTE that the space character is replaced with [space]. HashKiller.co.uk is a hash lookup service. This allows you to input an MD5
hash and search for its corresponding plaintext ("found") in our database
of already-cracked hashes.

Your Hashes:

AL SASRRAY GEE 005 622AdREAATETY It's like having your own massive password-cracking cluster - but with

immediate results!
We have been bullding our hash database since August 2007.

Note that we do not use terms like "decrypted", "dehashed", or "reversed"
- hashes can only be looked up quickly after they've been cracked the hard
way.

In other words, we are not cracking your hash in realtime - we're just
caching the hard work of many cracking enthusiasts over the years.
Output Formats :

» Found : Shash([:8salt] Stype Spass
» Not Found : Shash(:$salt] [No Match

‘ e Invalid : Shash [Inva

7~

Srack my.
Upload button disabled? We use Google reCAPTCHA va.

Cracker Results:

lal3%a%e@alich26f0636£24db60d3R77/ MDS telecommunications
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i* Apps € Home - Wolfpack.. O Wolfpack #= Radio live WOLFPACK INFO.. [l ActiveCampaign 51 SCAMS ES Shodandemo [S) CYBERWELLNESS [ cisM B3 RPi [ MyBroadband Spa.. & iCloud - Find My i... »

lkaspersky

SECURE PASSWORD CHECK

& password.kaspersky.com Q % A’."n

A Never enter your real password
This service exists for educational purposes only - Kaspersky is not storing or
collecting your passwords.

Password n

A\ There are widely used combinations

Your password will be bruteforced with an
average home computer in approximately

1/seconD

Oops! Your password could be
cracked faster than you can

say "Oops!"

We use cookies o0 make your caperience of our websites better. By using and further navigating this weds o you & 2 that some of you nuw ing activity aan be recorded In cookies. Detalled
nformaton about ihcu "al cookies on this webse c S av :\Iable cw cln & ng on mare n!cma
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5T Apps ° Home - Wolfpack... ) Wolfpack &8 Radio live WOLFPACK INFO.., ﬂ ActiveCampaign 5] SCAMS [ Shodandemo [ CYBERWELLNESS [ ciIsM B3 RPi m My8roadband Spea.. # iCloud « Find My i... "

lkaspersky

SECURE PASSWORD CHECK

A Never enter your real password
This service exists for educational purposes only - Kaspersky is not storing or
collecting your passwords.

e g

Your password will be bruteforced with an
average home computer in approximately

1/seconD

Oops! Your password could be
cracked faster than you can
say "Oops!"

We use cookies 10 make your experience of our websites better. By using and further navigating this webasit
nformaton about the use of cookies on this websde is avallabie by clicking on mare informaton

websilo you aooo) vat some of your browsing activity can be recorded in cookies. Detalled
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i* Apps € Home - Wolfpack.. O Wolfpack #= Radio live WOLFPACK INFO.. [l ActiveCampaign 51 SCAMS ES Shodandemo [S) CYBERWELLNESS [ cisM B3 RPi [ MyBroadband Spa.. & iCloud - Find My i... »

lkaspersky

SECURE PASSWORD CHECK

& password.kaspersky.com Q % A’."n

A Never enter your real password
This service exists for educational purposes only - Kaspersky is not storing or
collecting your passwords.

boerewors| n

Iy ey e = =

A\ There are widely used combinations

Your password will be bruteforced with an
average home computer in approximately

3[MONTHS

It would take this long to
travel 248977 miles in your

new Ferrari

We use cookies 50 make your caxperence of our websites better. By using and further navigating this weds o you & 2 that some of your nruw ing activity aan be recorded In cookies. Detalled
nformaton about the use of cookies on this websde :n:\lable cw cln & ng on mare iInformat
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i* Apps € Home - Wolfpack.. O Wolfpack #= Radio live WOLFPACK INFO.. [l ActiveCampaign 51 SCAMS ES Shodandemo [S) CYBERWELLNESS [ cisM B3 RPi [ MyBroadband Spa.. & iCloud - Find My i... »

lkaspersky

SECURE PASSWORD CHECK

& password.kaspersky.com Q % A’."n

A Never enter your real password
This service exists for educational purposes only - Kaspersky is not storing or
collecting your passwords.

boereworstsotsi n

Iy ey e 2] e e e M

A\ There are widely used combinations

Your password will be bruteforced with an
average home computer in approximately

273
. Q Walking 6 the e e back

1115 times

We use cookies o0 make your caperience of our websites better. By using and further navigating this weds o you & 2 that some of you nuw ing activity aan be recorded In cookies. Detalled
nformaton about ihcu "al cookies on this webse c S av :\Iable cw cln & ng on mare n!cma




Creating Strong Passwords
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https://password.kaspersky.com/

Thank you!

Building 1, Pendoring Office
Park, 299 Pendoring Office
Park, Northcliff, South Africa.

NS

(+27) 11 794 7322

info@wolfpackrisk.com
www.wolfpackrisk.com



